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What are webhooks?



STANDARD

WEBHOOKS

o

A set of open source tools and guidelines to
send webhooks easily, securely and reliably.
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“We should probably add a webhook?”

Boom, POST
request.

Oh no, our
internal system

Hmm...Github
does retries...

5 second retries, N
times.

Oh no, our
customer
systems






“We should probably add a webhook?”

POST request
with exponential backoff retries

L]
serramazon

i¥ webservices

Amazon Web Sendoss « Service Foalth Dashboard
Current Status - Jun s, 2015 PoT

Amazon Web Serazes publshes our mest up lc-He-minuio Infeenaten on service avalatiily In the lakls bajow. Chack Dack here ary lima 2 gat
Cumant stans INrmalian, or SuBEete 1 an FSS 108d 16 56 GGG of INIBIUATONS 16 AN NCVGLA SHica. I y0u A1S RIpErercing 3 seakting,
cperstenal izsan i one of o o duscribed below, piease o us by chodng on the “Contazt Us® ink 1 submil 3 service 2sae
rapan. Al dales and tmes aro = DT).

North America Soulh America Europe Asia Pacific Comact Us

JACK HOLT, LOIS WILSON
Curront Status Detais nss NOAH BEERY. RAYMOND HATTON
@  Amazon Blaste Compute Cloud (N Virginis) Incraasadd ARI Errar Rates  more ¥ a8
) Amazon Elastc MapRecuca {N. Virgh Detsys When Lsunching EMA Clusters  more v ]
O Amszon Relstionsl Detabass Senvics (N Vigina) Incroased Launch Erar Rass  mare ¥ 5]
) Amazon WersSgacas (N. Vrgria) Incrassed Lauch Enror Rstes mors v ]
O Ao Scaling (N Viging) Excvated Launch Ermces  mera ¥ &
) AWS Eluzic Seeratale (N. Virgria) Increasad Ervionment Craston Errors  mam ¥ B
L) AWS Lambda (N, Virginia) Inzroazed Errcr Aatos and Latercios  mern ¥ [S)

& Servie is cperstng rormaly O Pectormarcs issoss @ Serdioe cisuption @ Intormalionsl messsgs

D Y, FANIOUS PLAYER!

(. Garamount <Picture







“We should probably add a webhook?”

POST request }

with exponential backoff retries
with jitter

“We had some questions

about webhook security”




“Doing this in a new role will be easy!”

‘
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Here’s the spec, have fun!
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APls make the world go round...



Webhooks are the event-driven part of the API

Polling
Any news? No.
> -
Consumer Any news? No. > Service
Any news? Yes.
P>
Webhooks

News!
Consumer < Service




And yet, many hours
are wasted reinventing
the wheel and cobbling
together subpar
implementations.




It sucks for senders...




It sucks for consumers...




A better solution, compatible across implementations.

OPENAPI

INITIATIVE



Freeing engineers’ time for
what matters most...









Standard Webhooks Goals



Goal: ease of adoption

Backwards compatible with existing implementations
Incremental adoption - not all or nothing

Not overly complex - easy for people to follow
Provide tools to make compatible adoption easy



Goal: follows existing best practices

HOW STANDARDS PROUFERATE:

(<EE: A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUANON:

THERE ARE
|4 COMPETING
STANDAPRDS.

W7 RiDICULOLVS]

WE NEED To DEVELORP

ONE UNIVERSAL STANDARD

THAT COVERS EVERYONE'S
USE CASES.  viepui

OCON:

SITUANON:

THERE ARE
|5 COMPETING
STANDARDS.




Goal: keep it simple

e Compatible with the ecosystem: OpenAPI,
JSON Schema, CloudEvents, etc.

e Choose and dictate best practices - e.g.
dictate signature algorithm.
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Spec Overview



Payload

Recommended structure
Thin vs. full

JSON
Size recommendations

"type": "contact.created",
"timestamp": "2022-11-03T20:26:10.3445227",
"data": {
"id": "1f81eb52-5198-4599-803e-771906343485",
"type": "contact",
"fullName": "John Smith",

"address": "800 W NASA Pkwy, Webster, TX 77598, USA",
"phoneNumber": "(281) 332-2575",

"birthday": "1980-04-19",

"occupation": "Engineer, ACME"

“type': "contact.created",
"timestamp": "2022-11-03T20:26:10.344522Z2",
"data": {

"id": "1f81eb52-5198-4599-803e-771906343485"




Webhook integrity

e SSRF protection recommendations
e Replay attacks / MITM / spoofing
e |dempotency

const cryptor =" require(*cryptol);

signedContent = ~${webhook_id}.${webhook_timestamp}.${body}"
const secret = "whsec_5WbX5KEWL1fzsGNjH64I8100qUB6e8FH";

const secretBytes = new Buffer(secret.split('_')[1], "base64");
const signature = crypto

.createHmac('sha256', secretBytes)

.update(signedContent)

.digest('base64');
console. log(signature);




Customer

Operational considerations Endpoints

( r

e Retries \
e Fanout
e Observability
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Message Attempts ) All  Succeeded Failed = Filters
EVENT TYPE CHANNELS MESSAGE ID TIMESTAMP
v Succeeded user.created msg_2bEGOOXzWMaRjQEp133hh3CXFaF January 20, 2024 at 9:43 AM

v Succeeded user.created msg_2YoJLW6hmEChSKKduUvefNgkCZa November 28, 2023 at 7:39 AM



Current Status



Ever increasing list of compatible implementations...
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Reference Libraries

@ Python Javascript / Typescript .ﬁ, Java / Kotlin @ Rust

—

M o 5 Rruby @D PHP @ c

‘ Elixir

Webhook tools

5] Verify Webhook } Simulate Request

A tool to sign, verify, and debug Standard Webhooks

) A tool to simulate a Standard Webhooks message.
signatures.

TRY THE TOOL TRY THE TOOL




Simulate Standard Webhooks

This tool lets you simulate a Standard webhook message, along with its corresponding signature.
Read more about how the Standard webhook signature is generated 7.

VERIFY WEBHOOK SIMULATE REQUEST

Webhook type  Standard v

Destination URL cURL command

https://example.com/api/webhook=handler L] curl -X POST "https://example.com/api/webhook-handler" \
Configure with your own endpoint or use Svix Play. @ -H "Accept: application/json" \
-H "Content-Type: application/json" \
Raw Payload -H "webhook-id: msg_R5nQdqoSIjNPOflp" \
3 -H "webhook-timestamp: 1708142705" \
{"event_type":"ping", "data":{"success":true}} [}

-H "webhook-signature: vi1,vJebczgerACQhcYVXCFWUCYBoqdLXJYD2!
-d '{"event type":"ping",6 "data":{"success":true}}'

Signature ©

Read more about how the webhook signature is generated 7

HMACSHA256 (
msg_R5nQdqoSIjNPOTf 1p ket &
1708142705 2}
+ '.{raw_payload}',

whsec_ZtwWJU64QSjedJZkszbjnksig [ ]



This is only the beginning...
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fixing typo (#108)

Remove composer.lock, add to .gitignore (#53)
Update README and add project skeleton
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Initial commit

Add Elixir to the README (#102)
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langci-lint-action from 3 to 4 (#1...

chore(deps): bump golangci/golangci-lint-action from 3 t...
First import of spec and assets

chore(deps-dev): bump the lint group in /libraries/javascri...
fixing typo (#108)

Remove composer.lock, add to .gitignore (#53)

Update README and add project skeleton
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© Verify | Simulate issues
#111 opened 2 weeks ago by 6juarad

© Why a message signature instead of using the Authorization header?

#110 opened 3 weeks ago by reda-alaoui

© /register the webhook- HTTP header fields
#107 opened last month by dret

© support for various text-based encodings for python and other languages? libs
#106 opened on Jan 18 by Idynia

© validation issue with 2\ _test.go
#101 opened on Jan 10 by tjdavis3

© spec: RFC - add /type as header
#100 opened on Jan 9 by Ch4ni

© Submit to a standards body

#98 opened on Jan 5 by mooreds

© libraries: Pre release checklist
#88 opened on Dec 30, 2023 by zekth

© spec: Support for payload compression?
#51 opened on Dec 15, 2023 by patrys

© spec: Add content-type header €29
#49 opened on Dec 14, 2023 by sudosubin

© spec: was idered for formatting the
#36 opened on Dec 11, 2023 by rikbosch

© Need to recommend a scheme for event type versioning
#35 opened on Dec 9, 2023 by tasn




Ever increasing list of compatible implementations...
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Thanks!

github.com/standard-webhooks



