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What are webhooks?



A set of open source tools and guidelines to 
send webhooks easily, securely and reliably.



The Technical Steering Committee



“We should probably add a webhook?”
Boom, POST 

request.

Hmm…Github 
does retries…

5 second retries, N 
times.

Oh no, our 
internal system

Oh no, our 
customer 
systems



Oh no



“We should probably add a webhook?”
POST request

with exponential backoff retries





“We should probably add a webhook?”
POST request

with exponential backoff retries 
with jitter

“We had some questions 
about webhook security”



“Doing this in a new role will be easy!”

Here’s the spec, have fun!



What we 
have…



What we 
want…



APIs make the world go round…



Webhooks are the event-driven part of the API

Consumer Service

Any news? No.

Polling

Any news? No.

Any news? Yes.

Consumer Service

Webhooks

News!



And yet, many hours 
are wasted reinventing 
the wheel and cobbling 
together subpar 
implementations.



It sucks for senders…



It sucks for consumers…



A better solution, compatible across implementations.



Freeing engineers’ time for 
what matters most…







Standard Webhooks Goals



Goal: ease of adoption

● Backwards compatible with existing implementations
● Incremental adoption - not all or nothing
● Not overly complex - easy for people to follow
● Provide tools to make compatible adoption easy



Goal: follows existing best practices



Goal: keep it simple

● Compatible with the ecosystem: OpenAPI, 
JSON Schema, CloudEvents, etc.

● Choose and dictate best practices - e.g. 
dictate signature algorithm.



Spec Overview



Payload

● Recommended structure
● Thin vs. full
● JSON
● Size recommendations



Webhook integrity

● SSRF protection recommendations
● Replay attacks / MITM / spoofing
● Idempotency



Operational considerations

● Retries
● Fanout
● Observability



Current Status



Ever increasing list of compatible implementations…







This is only the beginning…





👆🙏





Ever increasing list of compatible implementations…

Your logo would look great here ❤



Thanks! 👋
github.com/standard-webhooks


